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Personal data

Name:
Gergely TÓTH

Born:
Mosonmagyaróvár, 14 March 1979


Nationality:
Hungarian

Residence:
H-9200 Mosonmagyaróvár, Gyári út 34.


Postal address:
H-1089 Budapest, Diószeghy Sámuel utca 15., V/69

Mobile:
+36-20-929-4684

Web:
http://www.planeforge.com/home/tgm/

E-mail:
GergelyToth99@gmail.com
Education

2002-2006
Budapest University of Technology and Economics


Department of Measurement and Information Systems



PhD student: multi-party security protocols (anonymity)


2002
Budapest University of Technology and Economics


excellent grade master’s thesis: engineer of informatics


2002
Universität Karlsruhe



preparation of the master’s thesis: Anonymity Enhancing Protocol


2000-2002
Budapest University of Technology and Economics


semesters 6-9


1999-2000
Universität Karlsruhe



semester 5


1997-1999
Budapest University of Technology and Economics


semesters 1-4, technical informatics

Competences

software engineering
design (UML), C++  and JAVA development and documentation (doxygen, JavaDoc)

testing
automatic and manual testing, security and functional testing

IT security
security requirements and solutions, risk analysis, cryptography, CISA, COBIT, ISO 27001

R&D
writing of Hungarian- and EU-funded (FP6 and FP7) proposals, managing projects, reporting and keeping contacts


sales & marketing
marketing strategy, marketing materials, product demonstrations, proposal writing

management
planning, supervising and leading work, HR assessment

communication
excellent command of English and German both written and oral, capability of giving presentations in both languages
Professional experience

2009-
Deloitte Hungary



Manager, Security & Privacy, Enterprise Risk Services


IT security consultancy for the financial and telecommunications sector.

My tasks include negotiating deals with clients, writing proposals and managing the execution of independent IT security audit projects (e.g. risk assessment, compliance review, configuration review, penetration testing, vulnerability assessment).


2009
PricewaterhouseCoopers Hungary



menedzser, Tanácsadás



IT security consultancy for the financial and telecommunications sector.

My tasks include negotiating deals with clients, writing proposals and managing the execution of external IT security audit projects (e.g. configuration review, penetration testing, vulnerability assessment).

2005-2009
SEARCH-LAB Ltd.



director, audit division


Leading more than 20 security consultancy and R&D projects and the audit division consisting of 7 people:
· Due to non disclosure agreements non-public industrial security audit projects (in general 2-3 months duration, 50-150 kEUR income)
My specific tasks were: writing of proposals, supervision of the creation and execution of test plans, reporting, delivering to the customer, keeping contacts during and after the projects.
· OpenTC (2005-), http://www.opentc.net (3.5 years duration, 350 kEUR fund to SEARCH-LAB, 10 MEUR total grant to the whole consortium)

EU-funded project aiming at developing a high assurance Linux distribution relying on a hardware root of trust (TPM). The SEARCH-LAB team executed automated security testing according to Common Criteria on different software modules.
My specific tasks were: keeping contacts with the members of the international consortium, planning and discussing the work-plan of SEARCH-LAB, planning and supervising the development of the testing architecture, managing the test execution.
· Flinder (2004-), http://www.flinder.hu (1.5 years Hungarian-funded development with 20 MHUF, additionally as of today further 25 MHUF internal investment)

Initially Hungarian-funded and afterwards internally financed project aiming at developing an automated security testing framework. The system was created in C++ and Python and is currently about 100 KLOC. 
My specific tasks were: leading the creation of the system specification, of the software design and of the programming, technical delivery and reporting; after the finalization of the first release version supervision of the pilot project and afterwards of the real, commercial projects, scheduling of the bugfixes and of the development of new functionality; additionally taking part in the development of the marketing strategy and in the writing of commercial proposals.


2002-2005
SEARCH-LAB Ltd.



senior engineer
Professional expertise

IT security
9 years of experience with the following topics:




security requirements, security holes, security solutions




risk analysis, penetration testing



hashing, symmetric and asymmetric encryption, digital signatures




anonymity, privacy




reverse engineering




CISA, COBIT


Common Criteria
2 years of experience with the following topics:




security functional requirements, assurance classes




security target, protection profile


Linux
6 years of experience with different distributions


JAVA
4 years of experience with the following technologies:




Java 2 Micro Edition (J2ME)




Connected Limited Device Configuration (CLDC) 1.1




Mobile Information Device Profile (MIDP)




Java 2 Standard Edition (J2SE)


C++
4 years of experience



UML
3 years of experience



Symbian
4 years of experience with the following technologies:




Symbian v6, v7 and v9




Series 60 v2 and v3




ARM Assembly


DRM
3 years of experience with the following technologies:




Open Mobile Alliance (OMA) Digital Rights Management 1 and 2




Windows Media DRM 10

Language skills


I’ve been working primarily for international customers, thus the documentation of the internal processes, the deliverables and the contact with the customers was in a foreign language. My languages skills are listed below:

Hungarian
mother tongue

German
fluent speaking, problem-free writing (Hungarian state exam upper level type C)

English
fluent speaking, problem-free writing (Hungarian state exam intermediate level type C)


French
advanced
Memberships, certificates

ISACA
member since 2005, Certified Information Systems Auditor (CISA)
Most important publications


Due to my PhD studies and the R&D activities at SEARCH-LAB I participated in several international conferences with scientific presentations. Additionally, I gave project closing presentations at our customers regularly. My most important publications are listed below:

[THT08a]
E. Tóth, Z. Hornák, G. Tóth: Protection system against Overload and Distributed Denial of Service Attacks, Third International Conference on Dependability of Computer Systems DepCoS-RELCOMEX 2008, June 16-18, 2008, Szklarska Poreba


[TKH08a]
G. Tóth, G. Koszegi, Z. Hornák: Case study: automated security testing on the Trusted Computing platform, EUROSEC 2008 Workshop, March 11, 2008, Glasgow

 [TH06c]
G. Tóth, Z. Hornák: The Chances of Successful Attacks against Continuous-time Mixes, Nordsec 2006 Conference, Linköping, 
19-20 October 2006


[T06a]
G. Tóth: iPod's hegemony challenged, INDICARE (The INformed DIalogue about Consumer Acceptability of DRM Solutions in Europe)


[TH06a]
G. Tóth, Z. Hornák: The APROB Channel: adaptive semi-real-time anonymous communication, I-NetSec 2006 Conference, Karlstad, 
22-24 May 2006


[T05a]
G. Tóth: Axmedis plus = technology + users + consumers, INDICARE (The INformed DIalogue about Consumer Acceptability of DRM Solutions in Europe)


[TH04c]
G. Tóth, Z. Hornák: Network architecture to provide secure anonymous communication, Híradástechnika 2004/12, pp 26-28.


[THV04a]
G. Tóth, Z. Hornák, F. Vajda: Measuring Anonymity Revisited, Nordsec 2004 Conference, Helsinki, 4-5 November 2004


[T04a]
G. Tóth: Contest of formats, INDICARE (The INformed DIalogue about Consumer Acceptability of DRM Solutions in Europe)


[TH04a]
G. Tóth, Z. Hornák: Measuring Anonymity in a Non-adaptive, Real-time System, PETWorkshop 2004, Toronto, Canada, 26-28 May 2004 
© Springer LNCS 

The extensive list of publications can be found at: 
http://www.planeforge.com/home/tgm/eng/publications.php
Professional interest

IT security

mobile technologies

object oriented software development

network communication, research topic: security and anonymity
Awards

2004
HTE Gold Medal

2003
Werner von Siemens Excellence Award


2002
Siemens Award for the master’s thesis

2002
Dunaferr Award for the master’s thesis

2002
System Consulting Award 2nd Grade for the master’s thesis

2002
Foundation for the Technological Progress of the Industry Award 3rd Grade for the master’s thesis 

1998-2002
Scholarship of the Hungarian Republic
Hobbies

volleyball

nature photography
Gergely TÓTH
Budapest, 8 January 2010
